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Sourced from over a trillion traffic logs 
ingested from a dozen client sites and 
associated with thousands of devices around 
the globe, the 3rd Quarter Summary report is 
indeed a follow-on report, underscoring the 
direction taken in the prior quarters. 

We have seen an uptick in activity across all 
three of the major tracked sectors. Malware 
activity is up 28%, botnet and exploit activity 
are also each up over 100% when compared 
to last year. What this clearly tells us is that 
cyberattacks and cybercrime are not slowing 
down. One positive to keep in mind is that 
threat actors are generally opportunistic 
(which translates to lazy).  

Why those threat vectors? Because they 
work, and because they make their exploit 
operators very wealthy. 

They’re looking for the low hanging fruit, the 
exposed service that’s unpatched, and the 
organization they can get to click a phishing 
payload. And, it turns out that these threats 
are the ones most easily preventable.  

We need to understand the techniques the 
bad guys are using so we can efficiently 
counterstrike in turn and the technologies 
they are using, so we can respond with the 
most effective patches.

3Q22 Summary:

More of the Same

Identity-based attacks (credential theft, 
credential abuse, long-term access key theft) 
accounted for 56% of all incidents handled 
by our monitored SOCs in Q2—down 9% 
compared to Q1. BEC (unauthorized access 
into email apps) and BAC (unauthorized 
access into application data) incidents made 
up 51% of all incidents, while identity-based 
attacks in popular cloud environments like 
AWS accounted for 5%. 

The deployment of commodity malware and 
malware families linked to pre-ransomware 
operations accounted for 34% of incidents—

up 8% compared to Q1. Hats off to the good 
guys: 7% of the incidents our monitored 
SOCs detected were authorized penetration 
tests, red teams, and purple teams. This 
percentage is in line with what we’ve seen 
previously. 2% of incidents were attributed to 
activity associated with advanced persistent 
threats (APTs). APT groups are still active, but 
make up a small percentage of total incident 
volume. The bar graph below shows that an 
effective detection and response strategy is 
identity-oriented and EDR tools alone don’t 
provide broad enough coverage.  

Incident Types
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“ “ We have seen a 28% increase in attack 

activity over the same quarter last year. 

Just a few facts: We have seen a 28% 
increase in attack activity over the same 
quarter last year. The 48,904,064 exploitation 
events logged thus far this year represents 
a 144.87% increase in total activity from Q1 
through mid-half 2022. Among those, we saw 
1,148 unique variants detected, so although 
we are seeing rapid expansion at the named 
surface and device type, it is hard to argue 
we have a clue about what’s going on under 
the covers. 

About as hard as the victims of these attacks 
would struggle with explaining them away 

to sophistication or complexity. If anything, 
this year’s attacks are about as simple and 
straightforward as they can be, indicating 
again that the attackers in this space shrink 
away from difficulty at all cost and true 
challenges of any kind. This underscores 
our continued claim that if we tightened 
up hygiene, got ritualistic about various 
maintenance schedules and rigor, amped 
our training to draw in the entire organization, 
and began removing excessive trust from our 
networks, we would be able to dramatically 
lower the incident and frequency of 
successful breaches. 

3Q Statistics 
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Same Old 

Attack Type 
But, if we examine the typical (average) 
breach signatures, what we find are the same 
common 5 stages of attack: 

STAGE 3
Understanding and expanding, 
which occurs during the third stage 
of the attack, and where 100% of 
attackers have consistently focused 
on understanding the local system 
and domain to which they have 
access and the means to acquiring 
additional credentials to enable 
lateral movement.  

STAGE 1
Initial access, and the most common 
access vectors for ransomware 
attacks continue to be phishing, 
vulnerability exploitation, and remote 
services such as remote desktop 
protocol.  

STAGE 2
Post exploitation, and depending on 
the initial access vector, the second 
stage may involve an intermediary 
remote access tool (RAT) or malware 
prior to establishing interactive 
access with an offensive security tool 
such as Cobalt Strike or Metasploit.  

STAGE 4
Data collection and exfiltration which 
is where almost every ransomware 
incident analyzed since 2019 has 
involved the “double extortion” tactic 
of data theft and ransomware, 
resorts. During stage 4 of the attack, 
the focus of the ransomware 
operators switched primarily to 
identifying valuable data and 
exfiltrating it.  

STAGE 5
Ransomware deployment, where 
in 100% of every ransomware 
incident, the ransomware operators 
targeted a domain controller as the 
distribution point for the ransomware 
payload.  
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One New Trend
So, while there is nothing new, sophisticated, 
complex nor revolutionary in any of these 
technologies or techniques, there has been 
some movement on expanding the scope of 
ransomware attacks and we see trend lines 
implying that this threat type will grow into 
and beyond the 4th quarter and on into the 
new year. 

This concerning new trend in ransomware 
has been the expansion of “triple extortion” 
tactics. In this type of attack, threat actors 
encrypt and steal data and also threaten 
to engage in a distributed denial of 
service (DDoS) attack against the affected 
organization. This kind of attack is particularly 
problematic for organizations because 
victims have their networks held hostage 
with two kinds of malicious attacks—often 
simultaneously—and are then further 
victimized by the theft (and often leak) of 
data.  

Ransomware gangs are beginning to look 
to their primary victim’s extended business 
partners to pressure them into paying a 
ransom to prevent their own data leakages 
or business disruptions caused by the 
ransomware attack. 

Threat actors targeted retail firms the most, 
followed by transportation organizations. 

The bar graph shows the percentage of BEC 
attempts the monitored SOCs identified in Q2. 

The data shows that BEC fraud isn’t an 
industry-specific problem. A company’s 
yearly revenue is by no means a predictable 
measure of potential BEC targeting either—
BEC attempts to perpetuate fraud can 
happen anywhere, to anyone. 

BEC Targeting by

Industry
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According to the IBM X-Force IR Team, 11% of 
the attacks they remediated were targeted 
server access attacks—where the attacker 
gained unauthorized access to a server, but 
the final end goal is unknown. The majority of 
these attacks occurred in Asia, and in many 
cases the threat actors were successful in 
deploying malware or employing penetration 
testing tools on a server, including common 
actors like China Chopper Webshells, Black 
Orifice malware, Printspoofer, and Mimikatz.  

In many instances, the threat actors exploited 
a known vulnerability, such as CVE-2020-
7961, which would allow for remote code 
execution on a server. And in multiple cases, 
the threat actors exploited vulnerabilities 
in Microsoft Exchange servers to gain 
unauthorized access to other networks of 
interest. This technique persists today and is 
responsible for a lot of the lateral movement 

we are now seeing throughout enterprise 
network topologies.  

These exploitables are included in the top 
10 vulnerabilities listed below. Some of the 
server access attacks observed by X-Force’s 
IR team may have been failed attempts to 
steal data or deploy ransomware. Thus, while 
companies aim to prevent attackers from 
gaining any level of unauthorized access to 
their networks, it’s likely that a high number 
of server access attacks indicates that 
organizations are identifying and eradicating 
attacks before they progress into more 
damaging operations. 

The point about all of these vulnerabilities, is 
that in the majority of cases, we could have 
reached back into last year’s report of the 
same nature around the same time and 
found the same result.

Server Access

DETECTIONS MOVING AVERAGE
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Top 10 vulnerabilities

of 2021-2022
While any vulnerability carries risk and 
should be assessed, the following list 
includes the top vulnerabilities that X-Force 
IR observed threat actors exploit or attempt 
to exploit during the course of operations in 
2021 and 2022.  

CVE-2021-34523 
Microsoft Exchange server flaw enabling 
malicious actors to bypass authentication and 
impersonate an administrator. Known generically 
as ProxyLogon.  

CVE-2021-44228 
Vulnerability in Apache Log4j Library  

CVE-2021-26857
Microsoft Exchange Server remote code execution 
vulnerability  

CVE-2020-1472
Netlogon elevation of privilege vulnerability  

CVE-2021-27101
Accellion FTA vulnerability susceptible to SQL 
injection  

CVE-2020-7961
Liferay Portal deserialization of untrusted data 
allows for remote code execution via JSON web 
services  

CVE-2020-15505
MobileIron vulnerability allowing for remote code 
execution  

CVE-2018-20062
NoneCMS ThinkPHP remote code execution 
vulnerability  

CVE-2021-35464
ForgeRock AM server Java deserialization 
vulnerability allows for remote code execution  

CVE-2019-19781
Citrix Server path traversal flaw

Known vulnerabilities related to industrial 
control systems (ICS) and, by extension, 
operational technology (OT), as well as 
Internet of Things (IoT) vulnerabilities are 
increasing each year, with an appreciable 
increase in identified vulnerabilities this past 
year.  

As more “things” come alive with the power of 
digitization and internet protocols, so do new 
vulnerabilities and risks. While many of these 
issues affect only industrial organizations, any 
organization that uses IoT in its infrastructure 
is also increasingly exposed to risk. In 
addition to this increased digitization, the 
dynamics of supply chains are affecting 
the attack surface for many OT-connected 
organizations.  

Threat actors understand the critical role 
manufacturing and energy play in global 
supply chains and are seeking to disrupt 
these organizations because of the ripple 
effect it can have across multiple industries 
and the pressure these multiplying effects 
create for victims to pay a ransom.  

Threats to

ICS and IoT
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Threat Actors Accelerate 

Reconnaissance  
Analyzing all this data, X-Force 
observed attackers conducting massive 
reconnaissance campaigns searching for 
exploitable communications in industrial 
networks.  

Specifically, 2021 saw a considerable 
increase in reconnaissance activity targeting 
TCP port 502. This port uses Modbus, an 
application layer messaging protocol used 
to provide client-to-server communication 
between connected buses, networks, 
and programmable logic controller (PLC) 
devices in industrial networks. Port 502 is 
commonly used by supervisory control and 
data acquisition (SCADA). Access to Modbus 
could allow threat actors to control physical 
devices connected to the internet. Between 
January and September of 2021, X-Force 
observed a 2204% increase in adversarial 
reconnaissance activity targeting port 502.  

Threat actors may have heightened Modbus 
reconnaissance to begin finding targets 
to ransom or seize control and damage. 
Given Modbus’s lack of security features, 
once an attacker has found an accessible 
Modbus device, they could then issue harmful 
commands to the device and impact 
connected ICS or IoT systems. Although 
SCADA Modbus is layered in Level 2 of the 
Purdue Model within ICS environments— 
which ideally should be segmented from 
the enterprise network and placed behind a 
demilitarized zone—in some cases the SCADA 
Modbus port 502 can be accessed directly 
over the open internet.  

Lack of authentication and transmission of 
messages in plain text are some additional 
aspects of Modbus that make it less secure 
when compared to other, more modern 
technologies.  

Phishing is still the primary method of attack 
for the majority of groups and needs to be an 
integral part of all user awareness training 
programs. In addition, we recommend 

Phishing. Still. 
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Apply Google and Mozilla Security 

Updates Immediately   
Install Endpoint Protection 
Platforms (EPP) 

EPP’s implement security in-depth while utilizing 
advanced, next-generation antivirus (NGAV). 
NGAV will detect malicious software not only 
through signatures, but also through heuristics 
and behavior analysis detecting suspicious 
behavior and stopping it in its tracks.  

Focus on Network Segregation  

Network segregations addresses the higher risk 
internet of things (IoT) devices that are exposed 
and increase your network’s vulnerability. 
Segregate these devices behind a DMZ to 
minimize lateral movement of an attacker or 
spread of ransomware in case of infection.  

Implement a Cybersecurity 
Awareness Training Program 

Cybersecurity Awareness Training is often 
overlooked in a security program and should 
instead be an innovative and prioritized element. 
An organization that can from top to bottom 
detect phishing and suspicious attachments, 
and knows how to report these events within 
their company, can dramatically help prevent 
an infection or a ransomware attack from 
happening.
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Identity-based attacks (credential theft, 
credential abuse, long-term access key 
theft) accounted for 56% of all incidents 
handled by our SOC in Q2—down nine 
percentage points compared to Q1. BEC 
(unauthorized access into email apps) and 
BAC (unauthorized access into application 
data) incidents made up 51% of all incidents, 
while identity-based attacks in popular cloud 
environments like AWS accounted for 5%. 
The deployment of commodity malware and 
malware families linked to preransomware 

operations accounted for 34% of incidents—
up 8% compared to Q1. Hats off to the good 
guys: 7% of the incidents our SOC detected 
were authorized penetration tests, red 
teams, and purple teams. This percentage 
is in line with what we’ve seen previously. 
Two percent of incidents were attributed to 
activity associated with advanced persistent 
threats (APTs). APT groups are still active,                  
but make up a small percentage of total 
incident volume. 

Incident Types 

OT industries targeted 

2021-2022 Breakdown of attacks against six 
operational technology industries targeted, 
as observed by X-Force IR, 2021-2022 (Source: 
IBM Security X-Force, Dragos) 

For all industries with OT networks where we 
observed attacks in 2021-2022— engineering, 
mining, utilities, oil and gas, transportation 
and manufacturing—ransomware again led 
the charge for attack types, accounting for 
36% of all attacks and echoing the overall 
attack trend across all industries. While the 
IT networks were compromised in the vast 
majority of these attacks, the impact carried 
over to victims’ operational technology in 
many of these instances.  

Other top attack types included server access, 
DDoS, RATs, insiders, and credential harvesting 
operations. 
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Forecast:

More of the Same

The threats we have presented in this 
report are of high concern, as the report 
underscores the grave and increasing threat 
from ransomware, renewed threats from 
phishing, and highlights several zero-day 
exploits threat actors have exploited over the 
past 3 quarters. However, our intention is for 
this information to empower organizations 
as they better understand the current threat 
landscape, and help build confidence in the 
actions they need to take to combat these 
threats.  

Some security principles we have found 
helpful in combating today’s cyber threats 
include a zero trust approach, automation of 
incident response, and extended detection 
and response capabilities.  

Zero trust assists in decreasing risk of top 
attacks Zero trust is a paradigm shift, a new 
way of approaching security problems, that 
assumes a breach has already happened 
and aims to increase the difficulty for an 
attacker to move throughout a network. At 
its core is understanding where critical data 
resides and who has access to this data, 
and creating robust verification measures 
throughout a network to ensure only the right 
individuals are accessing that data in the 
right way.  

Researchers confirm that principles related 
to a zero trust approach—to include 
implementation of MFA and the principle 

of least privilege—have the potential to 
decrease organizations’ susceptibility to 
the top attack types identified in this report, 
particularly ransomware and BEC. Applying 
the principle of least privilege to domain 
controllers and domain administrator 
accounts in particular can increase barriers 
for ransomware actors, as many of these 
actors seek to deploy ransomware to a 
network from a compromised domain 
controller.  

In addition, implementing MFA increases the 
difficulty for cybercriminals seeking to take 
over email accounts by requiring that they 
provide further authentication beyond stolen 
credentials. Speed is of the essence, whether 
that means identifying and eradicating threat 
actors before they can deploy ransomware 
on a network, or quickly and efficiently 
resolving issues to create bandwidth for the 
next incident. In this fast-paced environment, 
security automation is key— outsourcing to 
machines tasks that might take a human 
analyst or team hours, and identifying 
mechanisms for improving workflows.  

Detection and response technologies—
particularly when several different solutions 
are combined into an extended detection 
and response (XDR) solution— provide 
organizations with a significant advantage 
in identifying and eradicating attackers 
from a network before they are able to 
reach the final stage of their attack, such as 
ransomware deployment or data theft. 
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Recommendations
The following recommendations include 
specific actions organizations can take to 
better secure their networks against the 
threats presented in this report.  

Develop a response plan for ransomware. 
Every industry and every geography is at risk 
of a ransomware attack, and how your team 
responds in the critical moment can make 
all the difference in the amount of time and 
money lost in a response.  

Use ransomware drills to think through 
whether your organization would pay a 
ransom and what factors would alter your 
calculus for that decision. Ensure your 
ransomware response plan includes a 
specific contingency for a cloud-related 
incident, as it may require additional tools 
and skills. Avoid data corruption due to 
malware or ransomware attacks with flash 
storage solutions that help prevent data loss, 
promote operational continuity, and lower 
infrastructure costs. 

You will want to build an incident response 
team that can also conduct a ransomware 
readiness assessment for your organization 
to help build and test a ransomware incident 

Develop an Incident

Response Plan 
Include in your response plan immediate 
containment actions, what stakeholders and 
law enforcement officials should be informed, 
how your organization will safely store and 
restore from backups, and an alternate 
location from where critical business 

functions can be run during remediation; 
Include in your plan a scenario of data theft 
and leak as part of the ransomware attack; 
this is a very common tactic used today, seen 
in a very high percentage of ransomware 
attacks. 

Exercise your Incident

Response Plan 
response plan. Implement multifactor 
authentication on every remote access point 
into the network. MFA is literally altering the 
threat landscape, forcing threat actors to 
find new ways of compromising networks 
rather than leveraging stolen credentials, 
and decreasing the effectiveness of email 
takeover campaigns. MFA can decrease the 
risk of several different attack types, including 
ransomware, data theft, BEC, and server 
access. 

In addition, identity and access 
management technologies are making MFA 
implementation easier every year—both for 
implementation teams and for end-users.  
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Layered Solutions for 

Vulnerability 
Management 

Adopt a layered approach to combat 
phishing. Unfortunately, there is no one tool 
or solution that will prevent all phishing 
attacks today, and threat actors continue 
to refine social engineering and anti-
malware detection techniques to circumvent 
established controls. Thus, we recommend 
implementing several layers of solutions that 
have a higher chance of catching phishing 
emails. 

First, effective user awareness and education 
is key and should include real-world 
examples. 

Second, employ an email software security 
solution to put a machine to the task of 
identifying and filtering out malicious 
messages. 

Third, implement several defenses that can 
help to catch malware or lateral movement 
quickly should a phishing email slip through, 
including behavioral-based anti-malware 
detection, endpoint detection and response 
(EDR), intrusion detection and prevention 
solutions (IDPS), and a security information 
and event management (SIEM) system.
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Late Qtly hits
As we close out the summary on the 3rd 
quarter of 2022, we would be remiss to 
ignore Uber (compromised Slack account 
to elevated permissions), Twitter (basic 
tech support scam via phone), North Face 
(credential stuffing), U-Haul (compromised 
passwords), Albania (of unknown 
sources), Rockstars Games (spoofed Slack 
compromise) and Cisco (compromised 
user’s credentials, phishing other staff for  
MFA codes).

 

How or why these targets were chosen 
and whether some deserved their dose of 
Schadenfreude is beside our point. None of 
these were “sophisticated” attacks.

 

The Albanian breach notwithstanding, and 
only because not enough facts are in, the rest 
of these major breaches are simple, non-
sophisticated and definitely non-advanced 
attacks on fundamental vulnerabilities. No 
one wants to hear this, but if we straighten 
out our plumbing, we can easily avoid all this.

 

The technique of re-using the same 
password and username for multiple 
accounts easily leads to Credential stuffing, 
as stolen sets of passwords from one system 
are – reused in others, usually through the 
automated injection of stolen (“credentials”) 
in to website login forms, in order to 
fraudulently gain access to user accounts.

 

Since many users will re-use the same 
password and username/email, when those 
credentials are exposed (by a database 
breach or phishing attack, for example) 
submitting those sets of stolen credentials 
into dozens or hundreds of other sites can 
allow an attacker to compromise those 
accounts too.

 

Credential Stuffing is a subset of the brute 
force attack category. Brute forcing will 
attempt to try multiple passwords against 
one or multiple accounts; guessing a 

password, in other words and is one of the 
most common techniques used to take-over 
user accounts.

 

Brute force attacks are supposed to be 
monitored by our SIEMS, but while MFA is 
a very effective approach to neutralize 
credential stuffing attacks, we hardly use it 
even today. Instead we look for timing to shut 
down multiple failed attempts within 20-30 
seconds, yet we can get a lot of credentials 
through the process in that period of time.

 

More than 80% of companies’ state it is 
difficult to detect, fix, or remediate credential 
stuffing attacks, and these attacks result in 
an average of more than $6 million a year in 
costs per company.

So, we expect to see quite a bit more of these 
into our last quarter and beyond January into 
the new year
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