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Continuing along the theme the bad guys 
established in the first quarter of 2022, 
we see some major breaches exploiting 
weaknesses and vulnerabilities in the 
second quarter as well. 

Notably, the Shields Health Care Group, 
which lost 2 million accounts with social 
security numbers and full medical records, 
and Flagstar Bank, which yielded another 1.5 
million social security rich records, come to 
mind. 

In the case of Shields, 56 other entities were 
impacted including dozens of facility partners 
like Tufts Medical Center, Central Maine 
Medical Center and UMass Memorial. We 
don’t yet know the cause but if Verizon’s DFIR 

is any indicator, it is likely due to credentials 
or phishing vulnerabilities, as they represent 
over 62% of 2021 system intrusion incidents.  

In the case of Flagstar, the Michigan bank is 
still reviewing evidence but all signs point to 
compromised access credentials. The attack 
itself occurred in early December 2021, and 
Flagstar only discovered the breach in the 
first week of June 2022. 

In a side-bar story, Paige Thompson, a 
former Amazon employee was convicted 
for her role in the 2019 Capital One breach. 
She was found guilty of having breached 
30 companies and of stealing personal 
information pertaining to over 100 million 
people. Sentencing in September. 

The Human 

Element 

Cap-1 didn’t get off easy either however. The 
Office of the Comptroller of Currency fined 
Capital One for $80 million for poor security 
practices, and the company paid out an 
additional $190 million settlement in a class 
action lawsuit. 

In an apparently benign mistake, a May 2022 
state audit revealed a data leak at the Texas 
Department of Insurance, compromising 1.8 
million Texans. The data in question, including 
social security numbers and other sensitive 
personal information, was widely accessible 
on the department website from March 2019 
to January 2022. 

This issue was fixed shortly after it was 
identified in January. The state audit was 
completed in March, and only in May did 
they announce it to the public. As far as 
the auditors could tell, this data was not 
accessed by unauthorized individuals. 

In an SEC filing made back on April 4, Block 
(the company formerly known as Square) 
acknowledged that Cash App had been 
breached by a former employee in December 
of 2021. The leak included customers’ names, 
brokerage account numbers, and other data, 
such as portfolio value and stock trading 
activity. 

Block has not been forthcoming about how 
many customers were affected in total, but 
the company is contacting over 8 million 
customers to inform them about the incident. 
Based on what they’ve said so far, no other 
personally identifiable information or account 
credentials were leaked in the incident. 

These breaches represent a continuation of 
the most profitable and workable cyberattack 

schemes from the prior year with some newly 
active approaches and mini-markets (for 
now) to keep the pressure on our defenses. 
They are also consistent with the extensive 
Verizon DBIR report which reminds us that the 
human element continues to drive breaches. 
This year to-date, 82% of breaches have 
involved the human element.  

Whether it is the use of stolen credentials, 
phishing, misuse, or simply an error, humans 
continue to play a very large role in incidents 
and breaches alike. Until and unless we figure 
out how to better train and educate our 
employees on the dangers of cybersecurity 
in their everyday lives, we are bound to see 
more of the same at an increased pace in 
the future. 
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Wild Crypto
We have seen a follow-on to the crypto 
hacking surge in Q1 with Harmony’s Horizon 
Bridge becoming the latest cross-chain 
vehicle to be hacked in the world of crypto, 
suffering a $100 million loss in late June that 
represents two-thirds of its total capital.  

Horizon, Harmony’s main bridge between 
the Ethereum ETH +2.8% and Binance Smart 
Chain blockchains, allows users to transfer 
assets like tokens, stablecoins, and NFTs 
across the platforms. There is currently over 
$51,629,097 worth of BNB and ETH locked 
into the Horizon Bridge, per the company’s 
website. 

In response to the hack, the team paused the 
Horizon Bridge to prevent further transactions. 
Harmony has also notified exchanges about 
the incident in an effort to block transfer of 
the ill-gotten gains. “The team is all hands 
on deck as investigations continue,” they 
tweeted. 

Harmony is not the first blockchain bridge to 
suffer a major hack this year.  

Security firm Elliptic estimates that over 
$1 billion has been stolen from blockchain 
bridges so far in 2022, stemming from five 
major hacks. As we reported in Q1, The Ronin 
Network, host of the popular crypto-gaming 

network Axie Infinity, became one of the 
largest crypto heists in history in March after 
$600 million was stolen. Wormhole, another 
blockchain bridge between the Ethereum and 
SolanaSOL +1.3% networks, lost $325 million in 
a hack the month prior. 

This hack appears to be largely a result 
of a vulnerability within Horizon’s highly 
centralized security structure. Although the 
platform uses a “multisig” wallet to conduct 
transfers, meaning multiple parties need to 
sign off on a transaction, Horizon’s wallet only 
required two of the four signers to authorize 
a transaction. It also means that only two 
accounts would need to be compromised to 
steal the money. 

Though Harmony has not revealed how 
the funds were stolen, the theft occurred 
over the course of 14 transactions across 
Ethereum and Binance Smart Chain, per a 
report by Elliptic. They have since started 
sending tokens to swap for ETH in popular 
decentralized exchange Uniswap, before 
sending the ETH back to the original wallet. 

Harmony seems to have identified the hacker, 
leaving a message offering to negotiate for 
the return of the funds, according to Elliptic. 
This has become somewhat of a common 
practice in crypto, with hacked parties asking 

for their money back. In a following Twitter 
thread the company stated that they were 
working “alongside the FBI and multiple cyber 
security firms” to investigate the hack. 

As a result of the hack, Harmony’s token, ONE, 
has fallen 8% in the last 24 hours, according 
to CoinGecko, and is currently priced at 
$0.024 with a market capitalization of 
$302,267,414. 

As is often the case with crazy, transformative 
software and or systems, the rapidly popular 
currency has ignored best development 
practices resulting in exposure to and 
exploitation of revealed vulnerabilities in both 
blockchain implementations and flaws in the 
code base. 

On April 30, two decentralized finance (DeFi) 
platforms, Rari Capital and the Fei protocol, 
were robbed by a cybercriminal who used a 
“reentrancy vulnerability” to pilfer over $80 
million worth of cryptocurrency from Rari’s 
Fuse lending protocol. 

IRA Financial recently had the idea to 
partner with the crypto exchange Gemini to 
allow users to invest in cryptocurrency via 
their retirement accounts. A cybercriminal 
somehow managed to pilfer $36 million in 
cryptocurrency tied to clients’ funds from 
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IRA Financial. The two companies are now 
facing a proposed class action lawsuit over 
the incident. The heist hasn’t stopped Fidelity 
from allowing its 401k account holders to 
invest in cryptocurrency, though. 

In April, hackers descended upon crypto 
company Beanstalk, which describes itself 
as a “decentralized credit-based stablecoin 
protocol.” It didn’t stop a cybercriminal from 
conducting a “flash loan” attack that drained 
approximately $182 million in crypto from its 
coffers. The hacker then transferred the funds 
into a private wallet, absconding with the 
digital cash.  

Deus Finance, a DeFi infrastructure protocol, 
was hacked twice in as many months 
earlier this year—first in March, when a 
cybercriminal used a “flash loan” attack to 
hijack some $3 million in crypto, and again 
at the end of April, when another criminal 
used a practically identical attack to 
abscond with approximately $13.4 million in 
cryptocurrencies. No, I am not making this up. 

Bored Ape Yacht Club is that ubiquitous 
NFT collection from Yuga Labs that involves 
images of unenthused monkeys wearing 
various ever-shifting articles of clothing. The 
Instagram account for BAYC was hacked in 
late April, allowing a cybercriminal to conduct 
phishing scams that netted some 134 non-
fungibles from BAYC account followers worth 
millions—including a dozen ape assets. 

Crypto.com, the popular cryptocurrency 
exchange that somehow convinced Matt 
Damon to appear in its ads and a stadium 
to take its name admitted that it had been 
hacked by cybercriminals and to this day, 
they still have no evidence to track the 
bad guys, who outsmarted the exchange’s 
2-factor authentication, managing to steal 
nearly $35 million in cryptocurrency from 
the platform.  

The crypto market capitalization has fallen 
from $2.27 trillion in March to $980 billion this 
week. It will continue to be an active year in 
the crypto markets, with Bitcoin dominance 
increasing to over 47% in late June, 
suggesting investors held bitcoin and risked 
off from alternative cryptocurrencies. 

But the grand-daddy of all busts this quarter 
came from TerraUSD, and a young Korean 
businessman who in just a couple of weeks 
in May, lost more than half a trillion dollars in 
market value. Half a trillion. That spectacular 
implosion was a stablecoin – meaning its 
value was supposed to be pegged to the U.S. 
dollar through a complicated algorithm. 

It was not pegged to anything and so instead, 
it tanked and is now virtually worthless. 

That crash reignited calls for new rules to 
govern a cryptocurrency market and a new 
bill, introduced by Senators Kirsten Gillibrand 
(D-NY) and Cynthia Lummis (R-WY), defines 

most cryptocurrency as commodities, which 
would be overseen by the Commodity 
Futures Trading Commission (CFTC), instead 
of securities, which would fall to the much 
bigger Securities and Exchange Commission 
(SEC). 

Wherever that legislation ends up, being the 
CFTC or the SEC, both senators are optimistic 
about the future of crypto. We will see. 

As indicated, the best preventions are 
always the best cures, so pump the brakes 
a bit, apply fixes to known bugs, understand 
your GitHub content, find and dismember 
vulnerabilities before you start and QA your 
code base to death. 



 

Ransomware 
Ransomware continued and will continue to 
dominate the 2022 threat landscape, as we 
witness operators taking new approaches 
with new techniques. A significant 
ransomware trend in 2021 was the increase in 
adversaries expanding their threats beyond 
data encryption. Multiple ransomware 
groups pivoted to stealing and exfiltrating 
data before encrypting it, then demanding 
payment to prevent the data from leaking 
publicly on a dark web site.  

Earlier this month, a report surfaced 
explaining that former ransomware group 
Conti had split up, with many members of the 
collective joining or creating new adversary 
factions and why that made these former 
members more dangerous than ever. A 
new ransomware group by the name of 
Black Basta has become notable in the 
ransomware game, having formed in April 
2022 and believed to be made up of former 
Conti and REvil members. 

The group has targeted 50 businesses from 
English speaking countries since April 2022. 

The ransomware employed by Black Basta 
is also new and leverages double extortion 
techniques. The gang steals the files of a 
victim organization, and then threatens 
to publish the stolen files if the ransom 
demands are not met. The group has been 
demanding up to millions of dollars from their 
victims to keep the stolen data private. 

Without replaying every ransomware attack 
in this past quarter, here are a few of the 
most noteworthy: 

In April, the Stormous criminal gang made 
headlines when they claimed an attack 
resulting in 161 GBs of data stolen from 
Coca-Cola without the company knowing. 
Reports say the Russian-linked hackers later 
put it up for sale for $640,000 or 16 million 
Bitcoin.  

The Conti gang was also busy in April with 
notable attacks on industrial giant Parker 
Hannifin (see below) and Snap On Tools. 
Newcomers Black Basta made headlines 
when they claimed attacks on Deutsche 
Windtechnik and the American Dental 
Association (more to follow).  

HP Hood Dairy is the company behind Lactaid, 
a brand of lactose-free milk that was missing 
from the shelves in U.S. supermarkets at the 
beginning of the month due to a ransomware 
attack. The company declined to share 
details of the incident, but cyber experts say 
it was likely ransomware. Hood Dairy is the 
latest victim in a string of high-profile attacks 
on food manufacturers in the U.S. which is 
contributing to shortages amid tight supply 
chains and high prices. 

UK retailer, The Works, made headlines when 
a ransomware attack caused by a malicious 
phishing email forced some of its stores to 

close. The company, which operates 520 
stores, said that customer data had not been 
accessed and that they would not speculate 
about the potential for paying the ransom. 
The group behind the attack and the ransom 
demand hasn’t been disclosed as yet. 

Perusahaan Gas Negara (PGN), Indonesia‘s 
state-backed oil and gas company found 
themselves a victim of the Hive ransomware 
gang. The Indonesian government holds a 
majority stake in PGN, which provides gas to 
84 million customers. 

Copyright © 2021-2022 CyberTheory, New York, NY USA | All Rights Reserved Copyright © 2021-2022 CyberTheory, New York, NY USA | All Rights Reserved07 08



Copyright © 2021-2022 CyberTheory, New York, NY USA | All Rights Reserved Copyright © 2021-2022 CyberTheory, New York, NY USA | All Rights Reserved09 10

Conti, BlackCat 
and Clop 

Industrial giant Parker Hannifin, a provider 
of engineered solutions for organizations 
in the aerospace, mobile, and industrial 
sectors, was hit by the Conti ransomware 
gang. In a regulatory filing, the company 
disclosed that they had detected a breach 
and subsequently shut down some systems, 
an investigation is ongoing. The company 
confirmed that some information had been 
accessed including personal employee data. 
The hackers published 5GBs of data which 
they claim was 3% of the data they exfiltrated. 

Tech company Globant disclosed in an SEC 
filing that it had experienced a data breach 
after the Lapsus$ ransomware gang claimed 
to have stolen 70GB of source code from the 
company. 

American automotive tools manufacturer, 
Snap On, announced a data breach after a 
ransomware attack exposed its associate 
and franchisee data. The Conti gang was 
behind the attack which compromised 
personal data including names, Social 
Security numbers, dates of birth, and 
employee identification numbers. 

A&T University in North Carolina was struck by 
the BlackCat ransomware gang. The attack 
affected online systems and was said to 
have occurred during spring break. News of 
the incident followed a post on the criminal 
gang’s DarkNet site where they name and 
shame in an attempt to extract a ransom 
payment. 

Japanese animation studio Toei Animation 
is experiencing production issues after a 

ransomware attack. It’s not known what 
criminal gang was behind the attack, 
which the company is investigating. The 
company stated they are not sure that they 
can completely restore what was lost in the 
attack. 

Vehicle dealer group TrustFord revealed that 
a ransomware attack by the Conti gang 
affected their internal systems. TrustFord 
assured customers that their sites remain 
open and trading and that the attack did not 
impact Ford Motor Company Systems (so 
far). 

Tech giant Panasonic confirmed that 
its Canadian operations were hit by a 
cyberattack, less than six months after the 
company last fell victim to hackers. The Conti 
gang was behind the attack and claimed to 
have stolen over 2.8 gigabytes of data from 
Panasonic Canada. When asked by news 
outlet TechCrunch, the company did not 
dispute that the incident was the result of 
a ransomware attack but they declined to 
say what data was accessed, or how many 
people were impacted by the breach. 

Nordex, one of the world’s largest developers 
and manufacturers of wind turbines, was the 
next victim of the Conti criminal gang. In an 
announcement the company disclosed that 
they had suffered a cyberattack that was 
detected early and that they had shut down 
their IT systems to prevent the spread of the 
attack. They did not confirm that the incident 
was ransomware despite the Conti gang 
claiming the attack and sharing details on 
their leak site. 
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Funky Pigeon, an online greeting card and 
gifts business was forced to suspend their 
business following a cyberattack. The WH 
Smith-owned company said it had taken its 
systems offline “as a precaution” and was 
therefore unable to fulfil any orders. It’s not 
yet known who was behind the attack. 

A ransomware attack crippled the Costa 
Rican government computer systems in 
April as well. After refusing to pay a ransom, 
the Conti gang began publishing the stolen 
information. The Finance Ministry was the 
first to report problems with a number of 
its systems including tax collection being 
impacted. Attacks on the social security 
agency’s human resources system and on 
the Labor Ministry, as well as others followed. 

The Rio de Janeiro finance department 
confirmed they had been hit by a 
ransomware attack on its systems. The 
LockBit gang claimed to have stolen 420 
GBs of data which they would disclose if the 
ransom was not paid. 

The American Dental Association (ADA) was 
hit by a weekend cyberattack which caused 
them to shut down portions of their network 
while undertaking an investigation. The 
organization downplayed the incident and 
shared that preliminary investigations did not 
indicate that data had been compromised. 
However, new ransomware gang Black Basta 
later claimed the attack and began leaking 
actual ADA data. 

Relatively new ransomware gang Stormous 
made headlines when they claimed an 

attack on Coca-Cola. The criminal gang 
posted on its website that it had hacked 
Coca-Cola’s servers and retrieved 161 
gigabytes of data which included financial 
data, passwords and commercial accounts. 
The group is now trying to sell that data for 
more than $640,000 or more than 16 million in 
Bitcoin while Coca-Cola is investigating. 

Students and staff at Austin Peay State 
University in Tennessee experienced 
disruptions after a ransomware attack 
impacted the school’s IT systems. The school 
administration and APSU Police sent out 
alerts by email to all students, faculty, and 
staff, saying, “APSU ALERT: We are under 
a Ransomware attack. If your computer 
is connected to the APSU network, please 
disconnect IMMEDIATELY.” It’s not yet known 
who was behind the attack. 

An attack on Wyandotte County in Kansas 
went undetected for two days and 
unreported for a third, according to media 
reports. The attack, which caused havoc 
across multiple government systems, hasn’t 
been claimed by a gang yet but inside 
sources say there has been a ransom 
demand. Sources also said that they were 
unusually ripe for an attack, with insufficient 
technology and personnel, and had been 
warned about it well in advance – by tech 
experts and by a cyberattack on the county’s 
Board of Public Utilities a few years ago. 

Becker Law Office, one of Louisville’s best-
known law firms was hit by the LockBit gang 
who threatened to release their data if the 
ransom wasn’t paid. Media outlet The Courier 

Journal learned of the attack from a website 
that provides real time alerts about cyber 
risks. In a statement from the company, they 
said the attack is under investigation but that 
it was too early to release information. 

A cyberattack that left Elgin County’s IT 
systems down at the start of the month is 
now suspected to be ransomware. At the end 
of the month, data belonging to the county 
appeared on the Conti gang’s data leak 
site, shedding new light on the “technical 
disruption” that had been plaguing the 
county for the last few weeks. Interestingly the 
data disappeared from the Conti site soon 
after, indicating that it’s possible the county 
could be negotiating a ransom with the 
criminal gang. 

While this practice isn’t new (it dates back 
to at least 2019), what is significant is the 
number of groups who have adopted this 
approach—to the point where it became 
the standard. Adversaries realized they 
could demand payment for more than 
just the threat of a data leak or encryption. 
An adversary known as Fancy Lazarus (no 
affiliation with Fancy Bear or Lazarus Group) 
extorted victims by threatening to conduct a 
distributed denial of service (DDoS) intrusion 
if they didn’t pay.  
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In May, 26 ransomware attacks were publicly 
disclosed, an increase over both 2020 and 
2021. Education and government were the 
hardest hit verticals for the month, with an 
attack on Indian airline SpiceJet and farming 
equipment maker AGCO making the most 
headlines globally.  The Austrian state of 
Carinthia also made news when the BlackCat 
criminal gang disrupted their systems and 
demanded a ransom of 5 million.  

When do these people sleep? 

The German library service Onleihe disclosed 
that they had been hit by ransomware in 

early May. Onleihe allows users to rent and 
borrow e-books, electronic newspapers, 
magazines, audio books and music from 
more than 200 libraries across Germany, 
Austria, Switzerland, Italy, Liechtenstein, 
Denmark, Belgium and France. Many websites 
connected to their platform were impacted 
by the attack, for which the LockBit criminal 
gang claimed responsibility. The gang also 
admitted to leaking data indicating that a 
ransom had not been paid. 

Kellogg Community College in Michigan 
was forced to cancel classes and close 
campuses following a ransomware attack. 

Tractors, Jet Pilots, 

Audio Books and 
HealthCare 

It’s not yet known who was behind the attack 
or if personal data belonging to staff and 
students have been compromised. 

The LockBit gang announced that they 
would be releasing files they stole from the 
Bulgarian refugee agency. Nearly 230,000 
Ukrainian refugees have made their way to 
the country since the start of the war. A note 
on the dark web site belonging to the gang 
said that all data would be published but 
there was no mention of a ransom amount. 

Major U.S. farming equipment manufacturer 
AGCO suffered a ransomware attack 
which disrupted production. The company 
confirmed the incident after media in France 
reported a cyberattack had hit several AGCO 
sites in the country.  

Health-systems and medication-
management-solutions provider Omnicell 
had their systems disrupted by a 
ransomware attack as well. A spokesperson 
commented that “upon detecting the 
security event, the company took immediate 
steps to contain the incident and implement 
its business continuity plans to restore and 
support continued operations.” The gang 
behind the incident is still unknown. 

An attack on web hosting server Opus 
Interactive caused major disruption across 
several organizations including the Oregon 
primary election, Myrtle Beach National 
golf facility and virtual assistant company 
Ruby Receptionists. It’s not yet known who 
was behind the attack and if any data was 
compromised. 

The Montreal-based Canadian fighter jet 
training company Top Aces, which is said to 
be the “exclusive adversary air provider to 
the Canadian and German armed forces” 
showed up on the LockBit ransomware 
groups data leak site. In a brief statement to 
the press, the firm disclosed that they were in 
the process of investigating the incident. 

Texas-based Christus Health was hit by the 
AvosLocker gang. The good news is that the 
incident didn’t affect patient care, but the 
bad news is that the gang made off with 
sensitive patient and employee data. A notice 
on their data leak site claimed that all of the 
stolen data was for sale if the owner didn’t 
pay the ransom. 

The LockBit ransomware gang claimed 
an attack on Mercyhurst University in 
Pennsylvania. The irony of this is that the 
incident follows the university’s participation 
in Cyber Impact 2022 where they patted 
themselves on the back for their work in 
cybersecurity. The university didn’t confirm 
the breach but LockBit claimed they would be 
leaking the stolen data to prove it.  

Auction.com, an online marketplace for 
buying and selling residential bank-owned 
and foreclosure properties, was among the 
latest victims of the Conti ransomware group. 
It was reported that the breach took place 
on April 13th, with personal financial data and 
other identifying information being accessed 
and released on the dark web. 

Belgian private hospital group Vivalia 
suffered a LockBit ransomware attack which 
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severely crippled their operating capacity. As 
a result of the attack, patient records were 
unavailable and many processes reverted to 
manual. The cybercriminal gang threatened 
to publish 400 GBs of hospital and patient 
data if ransom demands weren’t met. 

Nikkei Inc, a Japanese business news group, 
reported that its Singapore unit had fallen 
victim to a ransomware attack. A server at 
Nikkei Group Asia Pte, containing customer 
data, first detected unauthorized access on 
13th May, according to a company statement. 
No one has yet claimed responsibility for this 
attack. 

Fort Summer Municipal schools in New 
Mexico suffered an attack from the CLOP 
cybercriminal gang. Sensitive information 
from students, faculty members and parents, 
including scanned driver’s licenses later 
appeared on the ransomware group’s data 
leak site. 

The Clop gang also hit Washington Local 
Schools in Ohio who released a statement 
saying a cyberattack had affected phone, 
email, internet and Wi-Fi networks as well as 
Google Classroom systems. 

Following an attack on the city of Quincy 
Massachusetts, the mayor shared that 

the city has spent over $500,000 for an 
encryption key to regain access to the 
city’s information service systems. The 
attack affected the city’s systems but it 
is believed that no personal information 
was compromised. A further $150,000 
was approved by the city in emergency 
funds for outside consultants relating to 
security services, cyber cryptocurrency and 
ransomware negotiation services. 

India’s SpiceJet airlines announced that 
their systems had faced an “attempted 
ransomware attack” causing lengthy 
delays and passengers stranded at airports 
with very little communication from staff. 
According to company statements, their IT 
team was able to contain and rectify the 
situation with no further information given on 
the attack or perpetrators. 

An attack on the Austrian state of Carinthia 
caused massive disruption across 
government IT systems. The BlackCat 
ransomware gang demanded $5million 
in exchange for decryption software and 
sensitive data which they have claimed 
to have accessed. 3,000 IT workstations 
were affected, halting the delivery of new 
passports and traffic fines. The State’s email 
service, website, Covid contact tracing and 
social benefits were also affected by the 
incident. 

The De MontFort School in Eversham UK 
suffered a cyberattack that affected all of 
the school’s IT systems including the website, 
phone and email lines. In a statement 
released by the school, it was suggested 

that data, personal or otherwise, was not 
accessed or stolen during the attack. 

Martin University in Indianapolis disclosed 
that ‘like many other colleges and 
universities across the nation’, they too had 
experienced a recent ransomware attack. 
The investigation revealed that personal 
information of some current, former, and 
prospective students may have been 
impacted. The university publicly disclosed 
the incident via a press release on May 26th. 

A ransomware attack in Central New Jersey’s 
Somerset County disrupted services and 
forced employees to shut down computers 
and create temporary Gmail accounts to 
ensure the public could still email health, 
emergency and sheriff’s departments. A 
spokesperson shared that the FBI were 
investigating the incident, however it is still 
unclear who is responsible for the attack. 
This attack marks the 22nd U.S. state or local 
government to be hit by ransomware in 2022, 
according to analysts at Recorded Future. 
Later news suggested that the attack had 
taken the County back to 1977 as a result of 
the level of disruption. 

Regina Public Schools was forced to shut 
down all internet-based systems following 
a ransomware attack. According to the note 
appearing on the computers, 500GB of files 
containing tax reports, health information, 
social security insurance and passports were 
been copied and encrypted. The BlackCat 
gang claimed responsibility. 

On the last day of the month all computer 

systems on the network of Costa Rica’s 
public health service (known as the Costa 
Rican Social Security Fund or CCCS) were 
offline following a Hive ransomware attack. 
The CCCS publicly acknowledged the in a 
statement issued on Twitter. The investigation 
is ongoing but the Costa Rican government 
agency says that citizens’ health and tax 
information stored in the EDUS (Unified 
Digital Health) and the SICERE (Centralized 
Tax-Collection System) databases was not 
compromised. 

American apparel manufacturing giant 
Hanesbrands disclosed that they had been 
affected by a ransomware attack in a 
regulatory filing. At time of writing it’s unclear 
what effect the ransomware attack had or 
continues to have on Hanesbrands. In the 
notice the company said it had “activated 
its incident response and business continuity 
plans designed to contain the incident,” 
and that the forensic investigation into the 
incident was ongoing. 

As you can see, the Conti cybercrime 
syndicate runs one of the most aggressive 
ransomware operations and has grown 
highly organized, to the point that affiliates 
were able to hack more than 40 companies 
in a little over a month. 

Two Chinese hacking groups conducting 
cyber espionage and the theft of intellectual 
property from Japanese and western 
companies are deploying ransomware as a 
decoy to cover up their malicious activities. 
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And importantly, the impact from the Eye 
Care Leaders ransomware attack continues 
to expand, with five more covered entities 
reporting impacts to patient data in the last 
week. 

About 175,000 Spectrum Eye Physicians, 
33,000 patients of Chesapeake Eye Center, 
and 9,000 Orangeburg Eye Center patients 
were added to the breach tally, as well as a 
currently unknown number of patients from 
two Oregon providers, Stokes Regional Eye 
Centers and Sharper Vision. 

In total, over 2.2 million patients have been 
tied to the ECL incident, making it the largest 
healthcare data breach so far this year. 
ECL has also been accused of concealing 
multiple ransomware attacks and related 
network outages earlier in 2021, unrelated to 
the wave of breach notices, for which there 
ought to be separate punishment. 

As previously reported, a threat actor gained 
access to the ECL electronic medical record 
(EMR) platform and certain client data in 
early December. Sharper Vision’s notice shed 
further details on the incident, including that 
the cyberattack caused EMR downtime for at 
least a week for some providers. 

During the hack, the actor deleted several 
databases containing patient data and 
system configuration files. ECL’s investigation 
couldn’t conclusively rule out access or theft 
of protected health information, which could 
include contact details, dates of birth, Social 
Security numbers, treatments, and diagnoses. 
For some clients, financial information and 
other data was impacted. 

Chesapeake Eye’s notice explained ECL 
“restored the ability to utilize patient 
information,” to maintain patient care. Its 
independent investigation revealed that 
prior to the incident, ECL employed layers of 
encryption for its data but it failed to “encrypt 
the patient information itself.” 

What? 

ECL has “assured” the provider that all patient 
information would be encrypted moving 
forward. The notice shows that “however, 
Chesapeake Eye is considering terminating 
this vendor relationship.” 

Much like several other impacted providers, 
the incident has led Spectrum to terminate its 
EMR contract with ECL and intends to transfer 
its PHI to another vendor. Spectrum is also 

working with its “legal counsel to determine 
what, if any recourse, we have concerning 
this breach.” 

Baptist Medical Center and Resolute Health 
Hospital in San Antonio Texas recently notified 
1.2 million patients that their protected 
health data was likely stolen during a just 
discovered systems hack back in Q1.  

The security team discovered the systems’ 
intrusion on April 20, after finding malicious 
code had been installed on certain systems 
within the network. In response, the team 
immediately suspended user access to 
the affected IT applications and launched 
protection protocols. 

The compromised data varied by patient and 
could include demographic details, contact 
information, SSNs, health insurance details, 
medical record numbers, dates of service, 
diagnoses, treatments, reason for visit, facility 

name, claims data, billing and diagnostics 
codes, and other sensitive information. 

The investigation confirmed that no driver’s 
license, credit and debit card information, 
bank account details, and account 
passwords were involved. The provider has 
since enhanced its monitoring capabilities, 
while bolstering its systems security. 

The Largest Health Care  

Breach To-date 
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A Yale New Haven Hospital employee 
inadvertently posted a file created for 
research purposes onto a public-facing 
website, which exposed the data of 19,496 
patients. The notice shows the investigation 
found the data may have been accessed “by 
a small number of people.” 

The file was first uploaded on Dec. 16, 2021, but 
wasn’t discovered until four months later on 
April 18. Upon discovery, YNHH immediately 
ensured the website and content were no 
longer accessible or searchable through 
the internet. A third-party forensic firm was 
brought on to assist the investigation. 

The review confirmed the incident was 
caused by “human error, was inadvertent 
in nature, and not due to intentional or 
malicious actions.” The exposed data 
included patient names, contact details, 
ages, preferred language, medical record 
numbers, procedures, and dates and 
locations of service.  

The hospital has since reviewed the security 
permissions across all of its internet-facing 
systems and will retrain employees around 
safeguarding health information. YNHH is 
also working to enhance its existing technical 
safeguards.  

Human Error 

It’s the second security incident reported 
by YNHH in the last year. The Connecticut 
hospital was affected by the cyberattack 
on oncology and radiology system provider 
Elekta in early 2021. More than 40 health 
systems reported experiencing network 
issues from the attack, which was confined to 
U.S. cloud customers. Only some saw patient 
data compromised. 

At least eight healthcare covered entities, 
including Phelps Health and UNC Lenoir 
Health, have now been listed among 
those impacted by the “data security 
issue” reported by MCG Health, a business 
associate that provides care guidelines to 
covered entities and health plans. 



Best Practices
There is no one simple way to prevent 
ransomware, and at the end of the day, 
everything involving malware as an attack 
vector is ransomware and should be viewed 
in that context. It’s critical to regularly update 
software, as we often see ransomware pop 
up after operators exploit a vulnerability in an 
internet-facing application.  

Additionally, internet-facing remote desktop 
protocol (RDP) connections without multi-
factor authentication (MFA) are a common 

ransomware vector, making MFA for any 
accounts that can log in via RDP a high 
priority. MFA is not convenient to implement, 
but end-users and customers must come 
to grips with the reality that an early line of 
defense is identity proofing and a big part of 
that is authentication. Without it, we retain 
large holes through which bad guys easily 
navigate. It’s also important to remember 
that backups are no longer sufficient 
ransomware protection.  

While creating offline backups is an excellent 
security practice and may help restore an 
environment after a ransomware intrusion, 
organizations cannot rely on backups entirely 
because adversaries regularly exfiltrate 
data before encryption, rendering backups 
useless although this activity also offers 
potential opportunities for detection. We can 
only detect what we monitor however, and 
it appears that state of that maintenance 
has not gained much traction in the last 
year – we still do not monitor our operations 

sufficiently. Since you don’t know what you 
can’t see, it baffles us as to how one would 
expect to be able to detect and deter without 
robust monitoring, yet we see few signs of it 
even now. Backups will allow an organization 
to get back up and running more easily, but 
will not protect you against leaked data.  

We will see more ransomware attacks 
throughout 2022 because they work. 
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Supply Chain  
Starting with SolarWinds, Kaseya and NPM 
package compromises mid-year, and 
ending with Log4j, supply chain compromises 
were a major disruptive trend in 2021. These 
incidents continued into Q1 2022 and will 
pervade throughout the year. A supply chain 
compromise occurs when an adversary 
compromises a software developer, 
hardware manufacturer or service provider 
and uses that access to target customers 
who use the affected software, hardware 

or service. For example, the SolarWinds and 
Kaseya incidents involved an adversary 
compromising update servers to target 
customers of the companies’ IT management 
software.  

Separately, NPM package and Log4j incidents 
involved adversaries exploiting open source 
libraries in sweeping compromises that 
impacted products that use Log4j or NPM 
packages as a dependency – as well as 
anyone who uses those products directly.  

Because Supply Chain compromise is so 
destructive and self-directed, it will continue 
as a major threat through 2022. Unfortunately 
defending against it requires no magic 
beans – an accurate inventorying of all the 
hardware, software and service providers you 
rely on and trust is key. While it sounds too old 
school, normal old-school defense-in depth 
strategies can also help prevent supply chain 
compromises from turning into impactful 
intrusions.  

One major example of a software supply 
chain breach last summer involved Kaseya, 
a leading provider of IT and security 
management solutions for managed services 
providers (MSPs) and small and medium-
sized businesses. Hackers found a flaw in the 
company’s remote management software, 
enabling them to spread ransomware 
through the company’s software update 
processes and ultimately to the end users 
of the product. Up to 1,500 business were 
impacted. Similar attacks have occurred 
through other widely used software products, 

such as those provided by SolarWinds and 
Microsoft Exchange. 

The SolarWinds incident in December 2020, 
believed to be a nation-state attack on 
thousands of government and corporate 
networks, was typical in that most software 
supply chain assaults target companies 
as an inroad to more valuable targets. If 
successful, the backdoor of a huge enterprise 
network is opened wide and, frequently, an 
entire supply chain as well. 

Because supply chain attacks break into 
vulnerable, often smaller companies 
as a means to break into much bigger 
organizations, the disheartening upshot is 
that a company’s security no longer depends 
solely on its own resilience. 

It’s no surprise, then, that successful supply 
chain attacks are distressingly common. 
According to BlueVoyant, a New York-
based cybersecurity company, more than 
80 percent of sizable organizations have 

Copyright © 2021-2022 CyberTheory, New York, NY USA | All Rights Reserved Copyright © 2021-2022 CyberTheory, New York, NY USA | All Rights Reserved23 24



Copyright © 2021-2022 CyberTheory, New York, NY USA | All Rights Reserved Copyright © 2021-2022 CyberTheory, New York, NY USA | All Rights Reserved25 26

experienced a data breach in recent years 
as a result of security vulnerabilities in their 
supply chains. The penetration rate is as 
high as it is, concludes BlueVoyant research, 
because the average big company has, 
on average, more than 1,000 vendors in its 
supply ecosystem. 

Another growing problem is a new type of 
software supply chain attack that infiltrates 
open-source software, which, historically, has 
contained numerous security vulnerabilities. 

According to Sonatype, a software Analytics 
Company that evaluates the security of 
corporate codebases, the number of such 
attacks exploded more than six-fold in 2021. 

Endpoint detection and response (EDR) tools 
coupled with network detection tools will 
help you detect malicious post-exploitation 
activity in the event an adversary gains 
access to your network through a trusted 
third party. While there may be nothing you 
can do to prevent a dependency or a vendor 
from being compromised, there is quite a lot 
you can do to detect and prevent follow-on 
compromise, and you should. 

Vulnerabilities Breaches do not occur without 
cooperation from the supply side. In 2021, 

we have had several climb to prominence. 
ProxyLogon and ProxyShell targeted Microsoft 
Exchange servers and affected a massive 
number of systems, sometimes leading to 
ransomware deployment.  

The exploitation of vulnerabilities in 
Kaseya’s VSA appliance software also led 
to ransomware deployment on some of 
the thousands of organizations that used 
Kaseya software for remote administration 
of endpoints. In the latter half of the year, 
adversaries exploited multiple vulnerabilities 
in Zoho’s ManageEngine suite of products. 
Cybersecurity, as we are learning, is not a 
passive sport. There are defensive measures 
and protective measures, but there are also 
responsibilities we must embrace that keep 
our environments clean and stable. We all 
know now that vulnerabilities are just flaws 
in code – an actual threat must exploit that 
vulnerability.  

Given the frequency with which vulnerabilities 
are disclosed and the ease with which 
adversaries can exploit newly reported 
weaknesses, particularly in common 
applications, there are lots of research 
teams working on the problem 24/7 like 
Red Canary, which focuses on identifying 
and detecting the behavior we observe 

surrounding exploitation of a vulnerability. We 
recommend all organizations leverage the 
same resources.  

Understanding the threats and the ways in 
which adversaries operate in compromised 
networks allows defenders to improve and 
protect against malicious activity regardless 
of the means by which their environment is 
accessed. We have seen steadily increased 
growth in Q2 and expect it to continue 
throughout the year. 
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We see tons of threats expanding daily here, 
so it is of little help to identify each Clop or 
CryptoMix variant that shows up.  

Suffice it to say that there are many and that 
Q2 showed no signs at all of slowing down or 
taking a turn – when something works, you 
don’t fix it. It is far more important to realize 
that we actually have far greater tools and 
resources, practices and techniques that we 
can leverage in our best defense than we 
thought.  

A focus on published vulnerabilities, 
disciplined patching, defensive tools and 
processes to combat ransomware and 
supply chain attacks will go a long way to 
raise our shields against the continuing 
trends of 2022. But we also need a new, 
overall strategic model for cybersecurity, 
or we will be doomed to continue fighting a 
losing war.  

We believe that Zero Trust is just such a 
strategic model and that it will reverse the 
course and stop many of the successful 
breaches we are seeing today.  

Zero Trust has become a dominant theme in 
this market, and it has become increasingly 
notable since the POTUS Executive Orders and 
EU directives to enforce and strongly advise a 
Zero Trust strategy for government agencies 
and other critical infrastructure.  

 

Expanding 
Threats  

Zero Trust not only delivers significant 
improvements in security, but also reduces 
costs and complexity while providing more 
peace of mind for business and IT leaders, 
cybersecurity teams and end users. 

Not a product or a service, nor a single 
component of identity or a network, Zero 
Trust is a reference architecture and strategy 
that unlike traditional perimeter-based 
security approaches, enables an organization 
to achieve its objectives while adopting 
a security model that supports new user 
populations, customer engagement models, 
rapid cloud adoption, and new IoT and OT 
devices and sensors.  

Zero Trust was created based on the 
realization that traditional security models 
operate on the outdated assumption that 
everything inside an organization’s network 
should be implicitly trusted. This implicit trust 
means that once on the network, users – 
including threat actors and malicious insiders 
– are free to move laterally and access 
or exfiltrate sensitive data due to a lack of 
granular security controls. 

With digital transformation accelerating 
in the form of a growing hybrid workforce, 
continued migration to the cloud, and the 
transformation of security operations, 
taking a Zero Trust approach has never 
been more critical.  

What Is Zero 
Trust?   

If done correctly, a Zero Trust architecture 
results in higher overall levels of security, 
but also in reduced security complexity and 
operational overhead. 

What Zero Trust does do is consume existing 
products and new technologies that serve 
the principles inherent in its architecture. 
Products from extended and unified endpoint 
protection, attack-surface visibility, threat 
intelligence, detection and response, SIEM, 
orchestration, micro-segmentation, MFA, 
identity access management, authentication 
and proofing, application security, and data 
loss prevention to SASE, SD-WAN, SOC-as-a-
Service, cloud services, network management 
and deception. 

And the market is now moving fast. 
According to a one year old report from 
identity management firm Okta, Zero Trust 
has increased in priority for more than three-
quarters (78 percent) of businesses. 

Today, almost all companies (90 percent) 
are working on a zero trust initiative, up from 
41 percent a year ago. Among European 
companies, nine in ten have either fully 
implemented the strategy, or have plans to 
do so in the coming months. Two years ago, it 
was a priority for less than a fifth (18 percent) 
of firms. 
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There is no question nor argument that we 
currently embrace broad excessive trust 
models for securing our networks, assets, 
services, data, and applications. 

Our excessive-trust ecosystem allows one-
time authentication, free range network 
travel, an open-ended attack surface and 
does not insist on exit authentication once 
sessions are ended. 

Zero trust reverses these processes so that 
we define a “protect surface” for small and 
manageable critical asset groups, segment 
that protect surface away from the network 
with microsegmentation technologies, 
assign policies at the level 7 application 
layer, require MFA for initial access, and 
continuously monitor session behavior 
requiring repetitive MFA for subsequent 
requests as well. 

The core principle of Zero Trust is to “never 
trust, always verify.”  

This ensures that not only are the right 
proxies allowed network access, it also 
ensures that the right proxies have the right 
level of access, to the right resources, in the 
right context, and that access is assessed 
continuously—so that we know that proxy 
accessing our payroll application is indeed 
Jennifer from Payroll who is in fact who she 
says she is. 

But any journey toward Zero Trust must 
start small, grow incrementally, and achieve 
modest milestones while working to protect 
the business objectives before all others, 
and carving out a new architecture for future 
builds. 

Excessive Trust 

Zero Trust makes absolute sense on the 
surface, but the idea has encountered some 
headwinds not uncommon in our business, 
especially today when every vendor is faced 
with a dozen competitors. 

The more that point-solution vendors keep 
talking about how their solution will take us to 
the Zero Trust Promised Land, and the more 
they leverage the principles to drive product 
sales, the less credible the ZT model becomes 
as an evolutionary solution to most of today’s 
cyber threats. 

We are now in this log jam where the federal 
government has gotten on board 
by advocating for Zero Trust in a series of 
cyber-related executive orders, serious wards 
of IT and InfoSec in the private sector are 
in need of and curious about another, and 
better way to approach cyber defense, and 
on the other side, a marketing hype machine 
that has not only misrepresented Zero 
Trust but mangled it so badly, you wouldn’t 
recognize it if it were sitting in your own 
driveway. 

Ever since its Zero Trust inception in 2010, 
research and consulting firm Forrester has 
put forward the thought leadership of John 
Kindervag in their approaches. Kindervag is 
a leading expert on wireless security, network 
security, security information management, 
and PCI data security. He is best known for 
creating the revolutionary Zero Trust strategy 
for cybersecurity and is considered one of the 
world’s foremost cybersecurity experts. 

 

Adopter Challenge 
The challenge with the Forrester work is that 
much of it focuses mainly on the process 
level but lacks some key operational detailing 
from which DevOps teams and engineers can 
get useful guidance for implementation. 

Most of the security measures are derived 
from the objectives in control frameworks 
and are not directly aligned with security 
measures prescribed by tech vendors. 
Consequently, linking the strategic objectives 
to operational security measures is complex 
and is rarely implemented.  

The problem with an approach that lacks 
alignment with strategic business goals, is 
that it limits options for mainly IT focused 
security and security experts. The security 
experts operate in silos with a limited view 
of the world and the business drivers and 
business context.  

An example of this is that a diverse 
vocabulary is applied for the same activities 
in the Identity and Access Management 
domain, but mean something else entirely in 
another domain. And, this mix of definitions is 
not mapped to a taxonomy, which results in 
unresolved information asymmetry.  

And confusion. 



 A New Strategic

Model is Required   

The goal of Zero Trust is not to stop 100% of all 
threats. 

The goal instead is to shrink the attack 
surface, reduce our excessive trust 
landscape, and improve identity 
management with rigorous, always-on 
monitoring and continuous insistence that 
our visitors can prove who they are and 
why they need access, thus elevating our 
confidence levels in whom we allow and/or 
disallow access, segment our critical assets 
away from the larger network, and make the 
bad guys’ job much more difficult. 

We believe that by doing so, we can seriously 
impact the quantity and depth of breaches, 
thwart ransomware and phishing attacks, 
and provide a much-needed respite from the 

assault while we determine the most effective 
way forward with emerging technologies 
like AI and ML that can primarily help us vs 
the bad guys, in our defense against their 
constant incursion. 

We need to step back, take a systems 
thinking view, contextualize our approach 
against a larger backdrop than just the 
frameworks we have embraced and ask 
ourselves is there another way to expand 
these elements into a different form of 
relationship that may work better?  

In our view, re-examining your cybersecurity 
strategy through the lens of the Zero Trust 
foundation principles and then identifying 
those pieces that need to be pulled into 
alignment with those principles is a great 
place to start. 
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