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ZERO TRUST
OUR GLOBAL MISSION TO BRING ZERO TRUST
FUNDEMENTALS TO CYBERSECURITY

INTRODUCTION
The Mission of the CyberTheory Institute is to drive change
through dialogue, leadership, and action to help solve the
greatest Cybersecurity challenges of our time.
Zero Trust is becoming both the security model of choice
for enterprises looking to up their game and change the
relationship dynamic between the attackers and defenders,
and a pure marketing movement at the same time.
Far too valuable and necessary a concept and operational
model to be abused by hype, we have organized founding
members of the Zero Trust community into a fellowship
designed to promote and advance the Zero Trust agenda
throughout the world by demonstrating all of the ways in
which Zero Trust can and should be implemented and for all
of the right reasons.
Our goal is to change the shape of Cybersecurity’s defense
agenda so that it fits around the Zero Trust strategy and
forever re-arranges the attacker/defender dynamic.

WHAT IS
ZERO TRUST?
Not a product or a service, nor a single component
of identity or a network, Zero Trust is a strategy
that unlike traditional perimeter-based security
approaches, enables an organization to achieve its
objectives while adapting to new user populations,
customer engagement models, rapid cloud
adoption, and new IoT and OT devices and sensors.
There is no question nor argument that we
currently embrace broad excessive trust models for
securing our networks, assets, services, data, and
applications.
Our excessive-trust ecosystem allows one-time
authentication, free range network travel, an openended attack surface and does not insist on exit
authentication once sessions are ended.
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HOW DO WE DO IT?
Zero trust reverses these processes so that we define a “protect surface”
for small and manageable critical asset groups, segment that protect
surface away from the network with microsegmentation technologies,
assign policies at the level 7 application layer, require MFA for initial access,
and continuously monitor session behavior requiring repetitive MFA for
subsequent requests as well.
The core principle of Zero Trust is to “never trust, always verify.”
This ensures that not only are legitimate requestors allowed network
access, it also ensures that they have the right level of access, to the right
resources, in the right context, and that access is assessed continuously—
so that we know that the requestor accessing our payroll application is
indeed Jennifer from Payroll and not some imposter.
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ADOPTER
CHALLENGE
Zero Trust makes absolute sense on the surface, but the
phrase has encountered some headwinds not uncommon
in our business, especially today when every Cybersecurity
vendor is faced with a dozen competitors.
The more that folks keep writing about how their solution
will take us to the Zero Trust Promised Land, and the more
they leverage the principles to drive product sales, the less
credible the ZT model becomes as an evolutionary solution
to most of today’s Cyber-threats.
We are now in this log jam where the Federal government
has gotten on board by advocating for Zero Trust in a series
of Cyber-related executive orders, and serious wardens
of IT and InfoSec in the private sector are in need of and
curious about another, and better way to approach
Cyber-defense, and on the other side, a marketing hype
machine that has not only misrepresented Zero Trust but
mangled it so badly, you wouldn’t recognize it if it were
sitting in your own driveway.
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ZERO TRUST 24/7.
One of our goals is improved education and communication. We
believe the best way to break this log jam is to communicate clearly
and often about Zero Trust, what it is and what it is not, and to
conduct fireside chats with our founding fellows and interested third
parties, where the case for Zero Trust can build itself.
This may take the form of participation at industry summits, round
tables, speaking engagements, panel discussions, interviews and
blog posts, white papers, podcasts, etc.
If a vendor has a product or service that contributes to the Zero Trust
journey in a way that is useful, unique and frictionless, we are happy
to support it in any way we can.
But, this initiative is not intended to become a vendor Bazaar, nor
will we endorse products or services whose functionality towards
Zero Trust is closer to a dream than reality. We are and will remain
completely vendor neutral.
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OUR TEAM

JOHN
KINDERVAG

is currently the Senior Vice President of Cybersecurity Strategy at ON2IT, a ZeroTrust-focused
cybersecurity managed services company, and the co-founder of the CyberTheory Institute.
He is the ‘Father of Zero Trust’, who as an analyst at Forrester, invented the term and defined the
reference architecture for a network whose five basic principles defined the notion of zero trust.
John went on to become the CTO of Palo Alto networks, influencing the design of their network
product suite whose policies now determine who can transit the microperimeters at any point in
time, preventing access to what John has coined the “protect surface” by unauthorized users and
preventing the exfiltration of sensitive data.
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DR.CHASE
CUNNINGHAM

aka the Doctor of Zero Trust, is an early advocate and proponent of the Zero Trust strategy and
is currently Ericom’s Chief Strategy Officer. In this role, Chase shapes the company’s strategic
vision, roadmap and key partnerships.
Dr. Cunningham previously served as vice president and principal analyst at Forrester Research,
providing strategic guidance on Zero Trust, artificial intelligence, machine learning and security
architecture design for security leaders around the globe.
And prior to Forrester, as a US Navy Chief Cryptologist who served in offices at the NSA, CIA, and
FBI, Chase directed all research and development of cyber entities to assess threat vectors,
network forensics, and methodologies of nefarious cyber actors across the intelligence enterprise.
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EVE MALER

is the original XMLgrrl, and is ForgeRock’s CTO. She is a globally

recognized strategist, innovator, and communicator on digital
identity, security, privacy, and consent, with a passion for fostering
successful ecosystems and individual empowerment.
Eve has been at the forefront of almost every innovation in identity in
the Internet age, including co-creating such landmark technologies as
XML and innovating and leading standards such as SAML and
User-Managed Access (UMA), and has also served as a Forrester
Research security and risk analyst with John Kindervag.
A strong advocate of Zero Trust Identity, Eve is a tireless warrior
in her support of our mission.
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RICHARD BIRD

is an internationally recognized identity-centric security expert who has been a CIO

and CISO and the global head of identity management for JP Morgan Chase.
Formerly the CISO for PING Identity, Richard is now, the Chief Product Officer for SecZetta.
An internationally recognized data privacy and identity-centric security expert and
global speaker, Richard leverages his diverse experiences as a strategic advisor and
solutions provider to challenge current notions about cybersecurity.
An early proponent of the Zero Trust strategy, Richard is a frequent speaker on keynote
platforms around the world. He is a Forbes Tech council member and has been
interviewed by the WSJ, CNBC, Bloomberg, FT, Business Insider, and the NYSE on topics
ranging from data protection regulations to cybersecurity enabled consumer protection.
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TONY SCOTT

is the CEO of Intrusion Cybersecurity, and a Senior Advisor for Cybersecurity and Privacy
at Squire Patton Boggs, a prominent International law firm. Tony served in the Obama
administration as the 3rd Federal CIO for the U.S. Government..
As CIO for the Fed, Tony created the government wide response plan after the OPM cybersecurity
hacking incident, which dramatically improved the information systems security posture of the
Federal Government. His numerous appearances before Congress, providing CXO level public
and private sector insight on matters such as digital workplace transformation, cybersecurity,
governance, and open data are widely recognized.
An early proponent of Zero Trust principles, in prior roles, Tony was the CIO at Vmware, CIO at
Microsoft, CIO at Walt Disney Co, and CTO at General Motors Information Systems & Services.
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TOM
KELLERMANN

is the Head of Cybersecurity Strategy for VMware Inc. Previously, Tom held the position of Chief
Cybersecurity Officer for Carbon Black Inc. Tom also serves on the advisory board at Attivo Networks.
In 2020, Tom was appointed to the Cyber Investigations Advisory Board for the United States Secret
Service, and in 2017, he was appointed the Wilson Center’s Global Fellow for Cyber Policy.
Kellermann previously held the positions of Chief Cybersecurity Officer for Trend Micro; VP of Security for
Core Security and Deputy CISO for the World Bank Treasury. And in 2008, Kellermann was appointed a
Commissioner on the Commission on Cyber Security for the 44th President of the United States.
In 2003 he co-authored the Book “Electronic Safety and Soundness: Securing Finance in a New Age.”
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CHUCK BROOKS

a globally recognized thought leader and evangelist for Cybersecurity and an early
proponent of Zero Trust. Under President George W. Bush, Chuck was appointed to
the DHS as the first Legislative Director of Science and Technology.

In industry, Chuck has served in senior executive roles for General Dynamics as the
Principal Market Growth Strategist for Cyber Systems, at Xerox as Vice President &
Client Executive for Homeland Security, for Rapiscan and Vice President of R & D and for
SRA as Vice President of Government Relations.
In academia, Chuck is Adjunct Faculty at Georgetown University’s Applied Intelligence
Program and graduate Cybersecurity Programs where he teaches courses on risk
management, homeland security, and cybersecurity and at Johns Hopkins University
where he teaches a graduate course on homeland security for two years.
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JEREMY GRANT

is a member of Venable’s Cybersecurity Risk Management Group, where

he advises clients on policy impacts across the IT, cybersecurity, identity,
and payments sectors. An early proponent of Zero Trust principles,
Jeremy is a well known expert on identity authentication and proofing.
Jeremy joined Venable after serving as a managing director at The
Chertoff Group. Before that, he established and led the National Program
Office for the National Strategy for Trusted Identities in Cyberspace (NSTIC),
for NIST and also served as NIST’s senior executive advisor for identity
management, leading efforts to improve identity and authentication for
individuals and devices in the NIST Roadmap.
A strong advocate for Zero Trust Identity, Jeremy travels and presents
globally on the criticality of getting it right.
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GREG TOUHILL

is director of the world-renowned CERT Division of the Carnegie Mellon
University Software Engineering Institute, where he leads researchers,

software engineers, security analysts, and digital intelligence specialists
working together to research security vulnerabilities in software products
and contribute to long-term changes in networked systems design.
Greg was appointed by former President Barack Obama to be the first chief
information security officer (CISO) of the United States government.
Previously, he served in the Department of Homeland Security (DHS)
as deputy assistant secretary in the Office of Cybersecurity and
Communications. Greg is a 30-year veteran of the U.S. Air Force where he
was an operational commander at the squadron, group, and wing levels.
He retired from the Air Force with the rank of brigadier general.
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SAM CURRY

is the CSO at Cybereason and in prior service, was CTO and CISO for Arbor
Networks and CSO and SVP R&D at Microstrategy in addition to senior
security roles at McAfee and CA. Sam spent seven years at RSA variously as
CSO, CTO and SVP of Product and as Head of RSA Labs.
Sam also has been awarded over 25 patents in security from his time as
a Security Architect, has been a leader in two successful startups and is
a board member of the Cybersecurity Coalition, of SSH Communications
and of Sequitur Labs (in the IoT security space) in addition to a number of
advisorships across the security spectrum.
Curry is also a Visiting Fellow at the National Security Institute and a very early
advocate for Zero Trust principles, architecture and strategy.
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JOHN REMO

is Senior Vice President, Global Infrastructure & Cybersecurity

Warner Music Group, and a strong proponent of Zero Trust principles. He has led his team
through the move of all applications to the cloud, consolidation of legacy applications, and
implementation of single sign-on and multi-factor authentication.
Prior to joining Warner Music Group, John was Vice President of Cloud Infrastructure Engineering
& Operations at Openlink Financial where he defined and executed the global strategy for
building and supporting both public and private clouds for global tier 1 banking, energy, and
trading institutions, with a heavy emphasis on automation, security, and compliance.
John’s strategy and vision have consistently focused on cloud and cybersecurity excellence to
reduce cyber and compliance risks, increase operating efficiencies to enable revenue growth.
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ROBERT
LAMAGNA-REITER

is a leading, trusted Information Security & Risk Management professional and an early
proponent of Zero Trust. As CISO for Hudl, Robert leads information security strategies

and roadmaps; oversees risk management; strategy; architecture and engineering;
regulatory compliance, privacy and IT governance.
Robert holds several industry certifications including: CISSP, CISM, CDPSE & Security+.
Robert’s experience includes leadership roles in information security for transportation,
government communications, retail, e-commerce, managed services & SaaS industries. He
holds an MBA and a Bachelor of Science degree in Management Information Systems from
the University of Nebraska at Omaha.
Robert also serves as Advisory Board President for SOFTwarfare and previously served as
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an Ambassador & Zero-Trust Influencer for Palo Alto Networks.
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LIONEL
JACOBS JR.

is part of the Palo Alto Networks ICS and SCADA solutions team working as a Sr. Security
Architect. Coming from the asset-owner side, Lionel has spent the last 23 plus years working
in the IT/OT environment with focus on ICS systems design, controls, and implementation.
Lionel was a pioneer in bridging the IT-OT security gap and implementing next-generation
security into performance and safety critical process control areas. During his tenure, he
successfully deployed a large scale ICS/SCADA security architecture comprised of over 100
next-generation firewalls, 100s of advanced endpoint protection clients and SIEM, distributed
over dozens of remote plants and a centralized core, all based on a “Zero Trust” philosophy.
Lionel graduated from Houston Baptist University with a double degree in Physics and
Mathematics and has held certifications as a MCSE, CCA, CCNP, CCIP, CCNA, CSSA, and GICSP.
CCNP, CCIP, CCNA, CSSA, and GICSP.
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PRACHEE
KALE

is the co-founder of Think.Design.Cyber to pioneer critical, systems and design thinking
in the cybersecurity discipline and founding executive fellow of the CyberTheory Institute.
In 2020, Prachee co-authored an award-winning research article “Cybersecurity: The
End Game” published in Taylor and Francis’s EDPACs journal. Prachee’s multi-disciplinary
career is focused on bridging gaps between business ROI, technology and people. She has
successfully led cybersecurity initiatives and managed cybersecurity board reporting and
budgets. Prachee is also an executive coach and D&I practitioner who uniquely assists her
clients achieve high-value business outcomes and career success through diverse, highperforming teams, without sacrificing personal fulfillment. Prachee also advises growth
companies focused on human-centered, sustainable products & technology.
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STEVE KING

has served in senior leadership roles in technology development and

deployment for the past 25 years. He is an author, lecturer and serial
startup founder, including three successful exits in Cybersecurity and
served for six years as the CISO for Well Fargo Global Retail banking.
As a co-founder of the CyberTheory Institute, Steve is passionate about
the role Zero Trust must play in the future of Cybersecurity defense.
Steve is currently the Managing Director of CyberTheory and has held
leadership roles in marketing and product development, operating as CEO,
CTO and CISO for several startups, and has served as CIO for Memorex
and was the co-founder of the Cambridge Systems Group.

I NSTITUTE

MISSION
Our mission is to enable the journey to Zero Trust as a pre-condition
to operating a safe and secure IT environment, regardless of industry
and organizational size.
Until all organizations begin to move toward Zero Trust, our
interconnected world and supply chain implications will make
it virtually impossible to operate safe and secure networks and
eliminate launch pads for threat actors.
The Institute is designed to provide the motivation and guidance to
overcome the gap. Our methods include thought leadership delivered
through live, in-person interviews with our fellowship which can take
the form of fireside chats, dinners, one-on-one interviews, workshops,
seminars and summits.
In addition, we have created a standard framework that will act as a
certification condition for companies wishing to present themselves
as authenticated providers of Zero Trust solutions.
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COMMUNITY
All events are filmed live by a multi-camera crew on location
and framed in a cinematic narrative that is both entertaining
and informative, non-commercial and designed to promote
our sponsor’s product or service in the context of the problem
it addresses, its role in the Zero Trust universe and some of the
characteristics that are compelling.
We do not “sell” sponsor products or services, nor are our
sessions moderated in any way or accommodate any form of
sales-related activities.
They are all about thought leadership and brand elevation.
Several ways to participate include event underwriting, annual
category sponsorship, Institute-level philanthropic gifts,
workshops and summits.
Your customer success manager will work with you to identify
the most effective alternative.
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THANK YOU
STEVE KING

Managing Director
sking@cybertheory.io
505.795.8855

